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INTRODUCTION 

SAN LUIS REY 

San Luis Rey (SLR) is a growing community that is home to over one million people.  Founded in 
1706, the city has a long history and multiple districts.  San Luis Rey has a thriving tourism 
industry, strong agricultural industry, state of the art telecommunication centers and major 
conference centers.  The city covers over 200 square miles and servers as a major rail and road hub 
for the states of Hamilton and Franklin.  

EMERGENCY OPERATIONS PLAN 

SCOPE  

This document addresses a small subset of potential issues SLR may face, with a focus on terrorism 
related incidents. It is not intended to be comprehensive and excludes natural disasters.  However, 
emergency contact information for government assistance agencies may be valuable in any major 
incident and many of the situation and response plans addressed can be modified to adapt to other 
scenarios.  

A Mayor and an elected council govern the City of San Luis Rey.  The Mayor nominates a City 
Manager, Chief of Police, and Chief of Public safety. The council must confirm the appointees by 
majority vote. There are eight consulates serving diverse regions. 

FIRST RESPONDERS 

San Luis Rey is broken into four police districts. Within each district, there are multiple fire 
departments and emergency medical units.  The San Luis Rey county’s Emergency Operation 
Centers is located near Union Station.  

EXTERNAL AGENCIES 

For emergencies with widespread casualties or damages, it may be necessary to engage additional 
resources for support.  Examples of these agencies are the Federal Bureau of Investigations (FBI), 
Federal Emergency Management Agency (FEMA) and the Red Cross. 

ORGANIZATION 

The EOP aims to address emergency operations in the Operational Area or Hot zone, which is a 
perimeter of interest around an incident. The size of the perimeter may vary depending on the 
incident type and should be left to the best judgment of responding agencies at the scene. The plan 
addresses potential scenarios and operations procedures and makes recommendations for policies 
and actions necessary for short and long term recovery. 
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RISK IDENTIFICATION 

ASSUMPTIONS 

The EOP makes some important assumptions, but it is impossible to predict all factors that may be 
in play at the time of a disaster. Therefore, readers should be familiar with the assumptions and 
make reasonable corrections to the plan as indicated by the situation. 

1. A disaster/major incident may occur at any time. 
 

2. Vulnerable populations, such as children or individuals with special needs, are at a higher 
risk of being impacted by an incident. 
 

3. The Emergency Personnel of San Luis Rey may be overwhelmed during an incident, require 
support from outside agencies. 
 

4. Emergency supplies, such as water and food, are rarely maintained at levels necessary to 
support citizens in the event of a large-scale emergency. 
 

5. Natural disasters such as flooding or snow are not addressed. 
 

RISK ASSESSMENT 

There are many accepted methods for calculating risk. The EOP is based on analysis of Threats and 
Vulnerabilities using the CARVER method in an external document. The CARVER method evaluates 
risk based on criticality, accessibility, recoverability, vulnerability, effect and recognizability.  It may 
be necessary to reference the additional documentation to explore the identified scenarios in more 
detail. 
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SCENARIOS 

The San Luis Rey Emergency Operations Plan addresses five possible disaster scenarios. For each 
scenario, basic threat information is provided. Possible/likely targets and potential impacts are 
identified. Emergency response is discussed, and scenario-specific recommendations for short and 
long term recovery are provided. 

SCENARIO 1 – CYBER ATTACKS 

A cyber-attack is any type of offensive operation employed by individuals or whole organizations 
that targets computer information systems, infrastructures, computer networks, and/ or personal 
computer devices by various means of malicious acts. Cyber-attacks take many forms, including:  

 Gaining, or attempting to gain, unauthorized access to a computer system or its data 
 Unwanted disruption or denial of service attacks, including the take down of entire web 

sites 
 Installation of viruses or malicious code (malware) on a computer system 
 Unauthorized use of a computer system for processing or storing data 
 Changes to the characteristics of a computer system’s hardware, firmware or software 

without the owner’s knowledge, instruction or consent 
 Inappropriate use of computer systems by employees or former employees 

 

ATTACK SCENARIO 

Terrorists have become quite efficient at stealing information through phishing schemes and 
through creative distribution of Trojans and computer worms.  San Luis Rey would face the greatest 
threat in this area from Zeus or Zbot (a banking Trojan that infects PCs, captures user’s banking 
logon credentials and can be used to steal money from the compromised account) and Stuxnet (a 
computer worm that targets program logic controllers (PLC) in industrial control systems (ICS) that 
are commonly used in critical infrastructure facilities). 

ZEUS/ZBOT 

Zeus automatically gathers any password in Internet Explorer, FTP, or POP3 all of which are 
contained within Protected Storage. After only a few hours it will start gathering information by 
monitoring Web sites included in the configuration file, sometimes intercepting the legitimate Web 
pages and inserting extra fields for the user to fill in. 

Zeus is capable of contacting a command-and-control server, which makes itself available to 
perform additional functions. This in term allows the user to perform more evasive and intruding 
operations to include downloading and execute further files, shutdown or reboot the computer, 
delete system files, and rendering the computer completely unusable. 

STUXNET 

Stuxnet rapidly replicates itself onto every computer in comes into contact with. All of which are 
done through various methods of contact. Once it comes into contact with its predefined target at 
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the nuclear power plant, it will then commence the verification protocol. This will include a period 
of thirteen days of monitoring the current system. After which point Stuxnet initiates main 
protocol; it raises the spin rate of the centrifuges to 1410 HZ for 15 minutes after which return its 
spin rate to normal. Then it shuts down all activity for 27 days. On the 28th day it reinstates and 
slows the spin rate down to 2 HZ for 50 minutes. Then goes back into a sleep mode for another 27 
days, and then will repeat the process again and again until the desired effect is achieved.  

Stuxnet destroys all the centrifuges in the FEP [Fuel Enrichment Plant] and create a nuclear 
meltdown. Ultimately the nuclear failure creates complete and utter destruction, while potentially 
creating a place that is uninhabitable for around 20,000 years. 

TARGETS 

 Government Infrastructure 
 Public Transportation Systems 
 Communication Systems 
 Power Plants 
 Airports/Seaports 
 National Historic District 

♦ Parks, museums, universities, churches, libraries 
 

There are 19 banks in San Luis Rey. These banks serve a large portion of the city’s residents. If 
attackers are successful in distributing the Zeus Trojan – especially to a public-access computer 
system, such as in a library or university –thousands of accounts could be compromised.  By making 
small transfers from each account, the unauthorized activity could continue for quite some time 
before being detected. This would provide an easy funding source for attackers.  

San Luis Rey is home to multiple utilities which use may use SCADA systems. Among these are the 
Lake Juniper Nuclear Power Plant and the Robert Muller Hydroelectric Power Plant.  An attack 
against the nuclear power plant could cause a wide range of issues, from minor disruption of 
service to a critical meltdown. 

IMPACTS 

A cyber-attack on financial institutions or other critical infrastructures could cause significant 
economic damage, psychological effects on the population and disrupt functions in the entire 
city.  The impact of a cyber-attack could impact normal functioning of society until assurance could 
be given to citizens that the system has been secured and restored and measures have been put in 
place to make sure this does not happen again. 

 

ECONOMIC IMPACT 

Economic damage would result from loss of integrity in banking systems. For example, if an attack 
successfully altered bank records it would put the entire system in question and people would rush 
to withdraw their funds from the bank. 
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PSYCHOLOGICAL IMPACT 

Psychological damage would result from financial uncertainty or if the attack were launched on 
another sector in the critical infrastructure such as the electric grid, then psychological effects 
would be caused by a loss of confidence in the system. For example, traffic lights would be out; 
places considered a safe haven such as a hospital would not be operating as normal; postal services 
would be interrupted, etc.  

RESPONSE 

Response to a cyber-attack depends largely on what system is attacked. The attack of a banking 
system, while it can have a broad impact, is much less critical than an attack against the nuclear 
power plant.  

Below are procedures residents of SLR can perform in the event of a system compromise.  

ZEUS 

1. If you have antivirus software installed on your computer, update the virus definitions (if 
possible) and perform a manual scan of your entire system. Install all appropriate patches to fix 
know vulnerabilities.  

2. Disconnect your computer from the Internet. By removing the Internet connection, you prevent 
an attacker or virus from being able to access your computer to perform tasks such as locating 
personal data, manipulating or deleting files, or using your device to attack others.  

3. Contact your bank(s) where you have accounts as well as credit card companies and credit 
reporting agencies and close any accounts that may have been compromised. 

4. File a report with the SLR Police Department so there is an official record of the incident.  

5. Contact the SLR Cyber Security Response Team (CSRT) to investigate the attack. The CSRT will 
clean the system by running a virus scan or wiping the computer clean of current vulnerabilities 
and reimaging. The team will use computer forensic tools to understand why the malicious event 
occurred in the first place. Once the incident is completely understood, the CSRT will make plans to 
decrease future risk.  

 A. Manual Removal 

1.      Boot PC into safe mode with networking 

2.      Stop PWS:Win32/Zbot.gen!AP processes in windows task manager 

-          Random.exe 

3.      Delete the associated fields of PWS:win32Zbot.gen!AP 

-          %appadata% random.exe 

-          %appadata% random.bat 
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-          %temp% random.ini 

4.      Remove the related registry entries of PWS:Win32Zbot.gen!AP 

- HKEY_CURRENT_USER \SOFTWARE\Random.exe 

- HKEY_LOCAL-MACHINE\SOFTWARE\Microsoft\Windows\ 
CurrentVersion\random.exe 

 

STUXNET 

1. Disconnect the control system from the Internet (if this applies). By removing the Internet 
connection, you prevent an attacker or virus from being able to access the system to perform tasks 
such as manipulating or deleting files, or using your device to attack others.  

2. Contact the SLR Cyber Security Response Team (CSRT) to investigate the attack. The CSRT will 
clean the system by running a virus scan or wiping the computer clean of current vulnerabilities 
and reimaging. The team will use computer forensic tools to understand why the malicious event 
occurred in the first place. Once the incident is completely understood, the CSRT will make plans to 
decrease future risk.  

RECOMMENDATIONS 

The City of San Luis Rey recognizes the vital role that technology plays in our daily lives, in schools, 
homes and businesses; critical infrastructure sectors are increasingly reliant on information 
systems to support financial services, energy delivery, telecommunication, utilities, healthcare and 
emergency response systems.  

 
Internet users and our information infrastructure face an increasing threat of malicious cyber-
attacks along with significant financial and personal privacy losses due to fraud and identity theft. 
The following recommendations have been made to the City of San Luis Rey to lessen the risk of or 
prevent an attack. 

 Cyber Security Awareness Month  
♦ An opportunity to reach out to the residents of San Luis Rey about cyber threats 

(Zeus/Zbot) and offer tips (phishing scams, drive-by-downloads) and best 
practices (updated antivirus definitions often and patch system) concerning 
how to stay safe online. 

 Provide residents with free antivirus software annually  
 Do not connect critical infrastructure systems to the Internet 
 Cyber Security training for all employees 
 Disable USB Ports via disabling software 
 No media allowed in from outside 
 Regular antivirus definition updates and patching of the operating system and other 

software 

Backup site and backup data to continue normal operations  
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SCENARIO 2 – NUCLEAR ATTACKS 

 

ATTACK SCENARIO 

The primary nuclear threat faced by SLR is dirty bombs. A dirty bomb is an explosive device which 
contains a radioactive substance that disperses in the explosion. In addition to initial casualties and 
property damage as a result of the explosion, radioactive fallout can pose issues to food and water 
supplies. Radioactive dust and smoke can extend well beyond the initial explosion. 

TARGETS 

 Mission District – State Historical Park 
 Cathedral of Saint Jerome 
 San Luis Rey State University 
 Army Base 

Of these possible targets, an attack against the Army Base is likely to cause the highest number of 
casualties due to the densely packed businesses and structures within the base. A direct hit to the 
hospital could prove devastating due to the number of patients, families and medical personnel at 
the facility. In addition, it reduces the ability of first responders to triage victims in a timely fashion 
and move them to appropriate treatment centers.  

IMPACTS 

A bomb explosion will cause immediate injuries with possible casualties and significant damages in 
the local area of the explosion. Impact can extend well beyond the detonation area. 

 

HEALTH IMPACT 

Most people outside of the immediate area of the explosion are unlikely to encounter radiation 
levels high enough to expose them to long-term issues if they follow the short-term procedures 
outline below. People in the immediate area of an explosion are more likely to experience radiation-
induced illnesses. 

 

PSYCHOLOGICAL IMPACT 

Residents of an area impacted by a dirty bomb are likely to be concerned about safety and health 
issues. Lack of confidence in authorities after an explosion is to be expected. Previous events have 
shown that the “healthy public” makes up a larger percentage of the influx to medical treatment 
facilities then the actual casualties. 
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RESPONSE 

First responders must quickly address the chaos created by an explosion. News stations, including 
TV and Radio, should be provided with accurate information as quickly as possible. While event 
details may not be immediately available or may need to be contained, it is important to distribute 
safety instructions.  

 

OUTSIDE THE HOTZONE 

For most people not in the immediate area of the explosion, taking shelter in the nearest building is 
the best option. Residents should be advised to go into a nearby house or building, as close to the 
center as possible and away from doors and windows. When possible, sealing doors and windows is 
advised. Exposed food and water sources, such as Lake Juniper, may be contaminated and should 
not be assumed to be safe until they are tested. Canned foods and bottled/canned drinks should be 
safe. 

 

INSIDE THE HOTZONE 

First responders should triage people near to the explosion as quickly as possible. Obvious safety 
concerns, such as fires or unstable structures must be addressed. People with minor injuries that do 
not require immediate medical treatment should be advised to remove their outer layer of clothing, 
which can reduce radiation exposure by as much as 90%, and to shower as soon as possible, but to 
avoid the use of conditioner, which can allow contaminants to bond to hair. Contaminated clothing 
should be bagged to be disposed of later. After they’ve done this, they should take shelter to avoid 
further exposure.  

RECOMMENDATIONS 

 

SHORT TERM RECOMMENDATIONS 

First responders and city officials must determine if evacuation is necessary. In making this 
decision, the structural safety of the area near the explosion must be considered. However, official 
must also remember that trying to evacuate while radioactive dust is still falling may be more 
harmful than having resident’s shelter-in-place. 

LONG TERM RECOMMENDATIONS 

After the initial chaos, officials must begin to address recovery.  Over the course of weeks following 
the explosion, officials should: 

♦ Establish a plan for assessment of the area to determine safety 
♦ Have assessment completed 
♦ Cordon off any areas determined to have unsafe levels of radiation 
♦ Clean up/decontaminate affected areas 
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♦ Implement a medical surveillance program to monitor health of those exposed 
to unsafe levels of radiation 
 

SCENARIO 3 – WATER SUPPLY ATTACKS  

ATTACK SCENARIO 

Cybersecurity breach on wastewater management Supervisor Control and Data Acquisition 
(SCADA) and control systems causing sewage gate closings throughout the City of SLR. 

TARGETS 

 Lake Juniper Water Authority (SCADA) 
 Controller units such as Programmable Logic Controllers (PLCs) 

IMPACTS 

A successful terrorist attack on the SCADA and control systems can cause water pumps to 
shutdown which can inevitability lead to flooding and wastewater contamination.   Key public 
health concerns and worst-case scenarios can include: 

 Flooding  (e.g., Streets, Homes, Subway Station, Commercial Buildings) 
 Structural Damages 
 Power Outages 
 Loss of Life 
 Loss of Property 
 Diversion for Another Type of Terrorist Attack 
 Panic 
 Health-Related Complications (e.g., Heart Attacks, Disabled, Mental Health Issues) 
 Floodwater Contaminated with Wastewater, Oil, Gas, Chemicals, Radiation, and other 

Toxins 
 Mold and Bacterial Growth 
 Family Displacement  

WASTEWATER MANAGEMENT LEADERSHIP BREAKDOWN 

EOC Director (staffed by the Fire Chief, Police Chief, Public Works Director, or Utilities Director) 
communicates with four departments that include Operations, Planning /Intelligence, Logistics, and 
Finance/Administration.  The Operations Department includes the following branches: Law 
Enforcement, Fire/Rescue, Public Works, Utilities, and Public Health.  The Water Management 
Office and Wastewater Management Office services are located under the Utilities branch.  

SLR’s Department of Utility Services is responsible for water and wastewater services.   The Water 
Resources business unit is responsible for the operation and maintenance of water, wastewater and 
drainage infrastructure for the City.  The Public Works Department is responsible for the storm 
water management structures, traffic control signage and markings, and city facilities and buildings. 

Commented [RKN2]: Close up the space between scenario 2 
and 3 
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THE WASTEWATER MANAGEMENT OFFICE 

Wastewater Management Supervisor (WWMS) reports to the Utilities Branch Director. The WWMS 
supervises and controls all City wastewater collections and sewer treatment plant and repairs to 
those systems. 

RESPONSE 

The City of San Luis Rey strives to have a proactive approach rather than reactive approach to 
systems failures and maintenance issues.  In the event of an emergency, initial damage information 
to wastewater pipes, facilities, and/or lift stations is collected.  Inspection teams, on call, are 
immediately available and deployed to analyze the conditions of all the wastewater systems.  
Results of the assessment damages are sent to the Planning/Intelligence Department.  The 
evaluation plans have detailed information of the threat and damages as well as loss information 
and repair plans with tentative timeframes.  Wastewater Management staff that provide normal 
operations at the Sewer Treatment Plant are informed and alerted and rotational team shifts are 
put in place, as appropriate.  

An EOC Activation Checklist is followed as a standard protocol:  

EOC ACTIVATION CHECKLIST   

 Check in with Resource Unit upon arrival at the City of San Luis Rey EOC. 
 Report to EOC Director, Department Chief, Branch Director, or other assigned 

Supervisor. 
 Set up workstation and checklist of your position responsibilities 
 Create a log and maintain log that chronologically describes your actions during your 

shift. 
 Determine resource needs (e.g., computer, phone, plan copies, reference documents, 

etc.). 
 Establish a situation reporting system. 

Recommendations 

 

SHORT TERM RECOMMENDATIONS 

 Create and maintain log and other appropriate documents 
 Obtain assessment of initial damage information of wastewater problems from Fire, 

Law Enforcement, Utilities, and other branches/departments as appropriate. 
 Obtain and maintain current status of all wastewater related activities being conducted. 
 Request additional wastewater resources and personnel (SLR County and State) 

through the Utilities Branch Director.  The Utilities Branch Director will communicate 
with their counterpart at the County EOC to request additional support (resources and 
personnel). 

 Establish constant updates to the Utilities Branch Director regarding all wastewater 
related activities.  All progress will be forwarded to Operations Department Chief. 
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 Track location of wastewater problems.  Set up a perimeter that tracks the location of 
the wastewater problems, time to complete mitigation efforts, resources and staff 
needed to complete the mission 

 Refer all contacts with the media to appropriate staff and/or Public Information Officer  
 An initial situation report to the Utilities Branch Director is provided as soon as possible 

with regular updates.   

GENERAL PLANS OF ACTION 

 Assess and isolate location of the problem. 
 Determine if additional services are required and contact emergency operations 

personnel and clean up teams, if necessary (Follow EOC Activation Checklist) 
 Notify the County EOC to request additional wastewater resources and personnel. 
 Alert State and Federal Agencies such as the Federal Emergency Management Agency 

(FEMA) of the problem and provide a contact list of emergency personnel that oversee 
water system operations.  

 Have local law enforcement to constantly check in on water staff that remain onsite at 
the perimeter of the incident 

 Ensure local power utility personnel are available and prepared to restore any power 
outages. 

 Portable water supply 
 Rotate work schedules of key staff members to be on call and onsite 
 Determine media outlets to notify the public of emergency information and advisories 

(e.g., boil water warning). 
 If necessary, have evacuation alert messages available and local law enforcement ready 

to deploy street closings and evacuation procedures 
 Ensure  alternative transportation strategies are in place for rotating shifts of  

emergency response personnel and employees to the perimeter of interest/Hot zone 
 Notify SLR Port Authority Security to be on alert, including U.S. Coast Guard 
 If disaster is declared, DHS Surge Force notified to Assist in Response and Recovery in 

four core areas: 
♦ Logistics of critical materials 
♦ Community Relations (advising the public on disaster assistance relief program) 
♦ Individual Aid to survivors 
♦ Public assistance   

PUMPING STATIONS AND TREATMENT PLANT 

 Conduct diagnostic tests on the Supervisory Control and Data Acquisition (SCADA) and 
control systems. 

 Review all pump station locations and that are situated in a well-drained area 
 Establish emergency shut-off automation security to protect from electrical damage 
 Deploy trained operators and staff on manual operations within the system. 
 Ensure disinfection procedures are in place in case of any submerged wells. 

LONG TERM RECOMMENDATIONS AND PROCEDURES 
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San Luis Ray’s Wastewater Systems consider assets to be independent physical and functional 
identities such as pumps, motors, sediment tanks, and mains.  Renewal and replacement of such 
assets that make up SLR’s water infrastructure will be an ongoing mission. 

The Department of Utility Services will have the following long-term programs and procedures: 

• Reservoir Rehab Program 
• Water Treatment Plant Condition Assessment 
• Inventory Management 
• GIS Enhancements 
• Needs & Strategy Assessments 
• Annual City Sewer Vulnerability Study 
• Update Systems and Assets 
• Training Exercises 
• Review maps to make sure they are up-to-date with isolation values identified 
• Perform constant evaluation of the wastewater system: 

o 32 million gallons per day reclamation facility 
o  800 miles of sewer lines 
o  12 lifts stations 
o 18,500 manholes 
o  69 kV substation 

An asset management plan will be conducted to help focus on the reconstruction and rehabilitation 
needs of old pipes that are aging such as those that are 100 years old and over.   In the case of 
natural disasters (e.g., hurricanes, earthquakes), procedures to replace rigid pipes to flexible pipes 
will be implemented.  Additionally, an update of sewer rehabilitation plans that incorporate asset 
management principles for repair and replacement will be conducted.    

To thwart future cyber-attacks and protect critical water and wastewater infrastructure assets, 
processes, and the public, SCADA systems will be updated with Access Intrusion Detection Systems.  
The security management solution will protect water and wastewater critical infrastructures by 
providing a perimeter of detection and internal alarms to notify appropriate personnel of a 
breach/incident.  This will increase awareness to operational staff of network usage and will 
provide timely intelligence of any risks.  The security management solution will do the following: 

• Protect critical assets from cyber threats 
• Allow control over application usage 
• Enable role-based network access 
• Reduce incident response time and complexity 

In addition, Lead Homeland Security consultants will conduct full-scale exercises throughout the 
City as well as the state of SLR to test different reaction components of several disaster response 
entities from local, state and federal agencies in disaster response and recovery of the following: 

• Dam Explosion 
• Mass-Casualty Event 
• Chemical release 
• Radiation Exposure                      
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• Water and Wastewater Flood/Contamination 

 Training exercises are to be conducted at various times over a twelve-month period or as required 
by the city (and state) of SLR. Evaluation and after action reports on each of the events will be 
conducted and assessed. Additionally, drill exercises in Continuity of Operations Plans (COOP), 
Terrorism Incident Annex (TIA), Threat and Vulnerability Assessments, Emergency Operations 
Plans and Incident Command System training will be performed.  

SCENARIO 4 – ELECTROMAGNETIC PULSES 

ATTACK SCENARIO 

EMP is high-intensity electromagnetic radiation generated by a nuclear blast high above the Earth’s 
surface and held to disrupt, if not destroy, electronic and electrical systems.  

An electromagnetic pulse is a relatively short burst of electromagnetic energy. Its shortness means 
that it will always be spread over a range of frequencies.  

TARGETS 

• Public transportation 
• Communication 
• Power plant 
• Airport 
• Seaports 
• Government infrastructure 
• Water supply plant 
• Electrical supply 
• Vehicle control systems 
• Navigation Systems 

IMPACTS 

The result of an EMP attack would be catastrophic to the City of San Luis Rey. This type of attack 
would be virtually instantaneous but would not cause any direct harm to people. Generally, there 
would be no warnings and no opportunity to prepare for an EMP attack.  

A collapse of the power system is almost certain over the entire affected region. Proper functioning 
of the electrical power system is vital to SLR as many sectors such as food and agriculture, 
communication, emergency services, financial and transportation rely on this critical infrastructure. 
With the electrical grid fried and therefore no power, there would be no heat from homes, no power 
for computer systems, no Internet, no service provided to cell phones, no banking records. The 
value of money and credit cards would be nonexistent, hospitals would not be able to operate, 
therefore people on life depending medical machines would die. There would be no pumping gas; 
supermarkets would have no power, no refrigeration, therefore no food.  
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Residents would be without power, communication and other services for days, perhaps longer. 
The longer the outage, the more problematic the recovery will be. 

RESPONSE 

San Luis Rey (name of site) has two hydroelectric generators. These generators will provide 
electricity to the city in the event of an EMP attack.  

The effect of an EMP attack depends on the strength, intensity as well as the epicenter location of 
the blast.  In the event of an EMP attack, the City of San Luis Rey will be without electricity and the 
electrical grid will not be functioning as normal for up to several months.  However, the City has 
two hydroelectric generators that will be used as a backup electricity source for emergency 
response management and services (e.g., police, fire, and public works departments and others).  

RECOMMENDATIONS 

 

SHORT TERM RECOMMENDATIONS 

Immediately following an EMP attack, the City of SLR EOC activation and Incident Action Plans 
(IAP) are put into place for the next critical hours or time period.  The EOC planning/intelligence 
department will use paper message forms used for communication between various department 
branches and units.     
 
Vehicles for emergency services will be out of commission, therefore, emergency transportation 
will be provided by the neighboring cities of Thornton and Lakeview as well as other cities.  
Interagency coordination with other municipalities will allow SLR emergency services 
accompanied by other cities to respond to residents as quickly as possible.  Additional interagency 
coordination includes outside emergency assistance from state and federal agencies such as FEMA 
in addition to military aid from the U.S. Air Force and others to assist and respond to this 
emergency.  Other humanitarian relief and response organizations such as the American Red Cross 
will also be involved. 
 

Humanitarian assistance and disaster relief forces will be sent out on foot or bicycle to maintain 
calm and order in the city. Simultaneously, SLR city, state, and federal agencies will immediately 
begin broadcasting emergency messages on land and via radio, as available. These messages will 
include information of how to get emergency help, location of emergency shelters (i.e., food, water, 
rest, health and mental health consoling as well as other emergency needs), and, field locations of 
U.S. Air Force ration droppings of bottled water and Meals, Ready-to-Eat (MRE). Additional 
packages that will be distributed include homemade survival kits such as Homemade Faraday 
Cages. 

LONG TERM RECOMMENDATIONS 

The City of SLR emergency management services will provide an outreach program campaign to 
inform residents on how to build Homemade Faraday Cages. Recommendations to the public and 
information sessions on how to put together a survival kit will be implemented. This kit should 
include:  
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• Homemade Faraday Cage (can be created with a cardboard or wooden box, plastic bag and 
aluminum foil) 

o These items should be inside the Faraday Cage to protect from EMP:  
 Flashlight 
 Batteries 
 Extra Batteries 
 Two-Way Radio 
 Cellphone with charger 
 Radio (shortwave, SINCGARS, hand cranked or battery powered) 
 External Antenna 

• Non-perishable food 
• Water 
• Medications 
• First Aid Kit 
• Cash and change  
• Maps of the area and community information (shelter locations, etc) 
• Family and emergency contact information 
• Emergency Blankets 
• Sanitization and personal hygiene  
• Hard copies (CD/DVD) of personal documents (photos, medication list, birth certificates, 

etc.)  
• Multipurpose tool 
• Matches 
• Manual can opener 

San Luis Rey will have MRE food drops and MEDIVAC sites around the city for residents who are in 
need of food and medical care.  

Critical infrastructures and services such as municipal communication centers and networks (e.g., 
electric and telephone companies), emergency services (police and fire departments, hospitals, 
etc.), military base, and power plant have Faraday Shielding installed on their buildings protecting 
them from the risk of EMP.  

In addition, the City of SLR’s Operations Department, including the following branches: Law 
Enforcement, Fire/Rescue, Public Works, Utilities, and Public Health will undergo training sessions 
for the next 18 months, or as required, under the guidance of Department of Defense and 
Department of Homeland Security liaisons/advisors. 

An assessment of the systems technical requirements and design objectives for high altitude 
electromagnetic pulse (HEMP) protection of ground-based systems and facilities, specifically for 
critical network performance nodes and time-urgent command, control, communications, 
computer, and intelligence (C4 I) operations will be performed.   

Routine verification testing and evaluation on fixed ground-based communications-electronics 
facilities, electromagnetic barriers as well as transportable systems and vehicles will be conducted 
and updated, as appropriate.   HEMP assurance protection, configuration, critical processes, 
maintenance and surveillance and re-verification testing will be an ongoing effort.    
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SCENARIO 5 – CRUISE SHIP ATTACKS  

ATTACK SCENARIO 

An attack by one or more terrorists using guns to cause mass casualties aboard a cruise ship. 

TARGETS 

• Cruise ship 
o In Port Estaban 
o At Sea 

IMPACTS 

HEALTH IMPACT 

Gunshot wounds can cause injuries ranging from minor scrapes to life-threatening injuries.  

PSYCHOLOGICAL IMPACT 

People on a cruise are likely relaxing and unprepared to handle a situation like this. There is an 
increased chance of panic as people may have let their guard down. In addition, people may suffer 
after effects of this with continued fear well after the event.  

RESPONSE 

Initial response for this should involve: 

• Apprehension of shooters 
• Treatment of Injured victims 
• Interviewing of witnesses 

RECOMMENDATIONS 

Security on cruise ships can be increased through proper screening, training, and intelligence 
sharing.  

Countermeasures include the following defense proposal: 

• Train Crew  Ship Members to Function as Security While at Sea 
• Goals 

o To Protect Passengers & Ship 
o Deter, Prevent & Protect Against Security Incidents 

 

SHORT TERM RECOMMENDATIONS 

BOARDING SECURITY 

20 



• Full Body Scanner 
• L3 ProVision Imaging 
• Scans Using Active Millimeter Wave (MMW) Radio Frequency Technology 
• Single Stationary Position 
• Scans in 1.5 Seconds 
• Detects Concealed Objects that May Be on a Passengers Body 

o Gels 
o Explosives 
o Liquids 
o Metals 
o Plastics 
o Powders 
o Weapons 

 
• Physical Security Team 

• Train Several Crew Members 
• Crew Members with Secondary Functions 
• Mid-to-High Ranking 
• Implement Background Checks on Crew 
• Check Crew for Weapons & Other Prohibited Items when Boarding  

LONG TERM RECOMMENDATIONS 

PHYSICAL SECURITY 

• Distribute Duty Sections in & Around Ship 
o Physical Duty Stations 
o Duty Shifts 
o In the Event of an Emergency, Security Teams should have Access to nearby 

Weapons 
 Concealed & Secured Weapons Lockers Distributed throughout Ship 

• Weapons 
o To Minimize Potential injury to Passengers, Security Teams Provided Variety of 

Munitions 
 Incapacitating Gases & Liquids 
 Sticky & Slippery Substances 
 Pepper Gas/Mace 
 Rubber Bullets 
 Lethal Weapons 

 
• Intelligence Sharing 

o In Case of Emergency, Increase Intelligence Sharing Technologies among all 
local, state, federal  Authorities/Agencies 

o Multi-National Coordination of Maritime Security 
o Global Fusion Center 
o Real-Time Intelligence Sharing 
o Integrated C2 

21 



 

Lead Homeland Security subject matter experts will conduct tabletop and full-scale exercises 
throughout the Port, Cruise Ships, and the City of SLR to test different response components of 
dozens of special response and law enforcement entities from local, state and federal agencies 
including a Special Weapons and Tactics (SWAT) event, biological and chemical release, high 
explosive/mass-casualty event, and port security breach.  This includes terrorist attacks on the Port 
of Estaban.   

Training exercises should be conducted at various times over a twelve-month period or as required 
by the City of SLR.  The United States Coast Guard at the Unified Command of the Region will 
perform a USCG “Port Step” drill program annually.  In addition to this, Continuity of Operations 
Plans (COOP), Terrorism Incident Annex (TIA), threat and vulnerability assessments, and Incident 
Command System trainings will be practiced throughout the City and State of SLR. 

SLR EXECUTIVE RECOMMENDATIONS 

• The first-responders in San Luis Rey should be adequately trained for disaster response. 
Training should be kept current, with new responders being sent for training and 
existing responders repeating courses that have had a significant update.  

o Training on handling hazardous waste removal and remediation is available 
through the U.S. Environmental Protection Agency (EPA) in partnership with the 
Interstate Technology Regulatory Council. The National Emergency Response & 
Rescue Training Center provides training for local and state officials and 
emergency responders to prepare for and respond to acts of terrorism including 
those involving the use of weapons of mass destruction. 

• Perform routine, multi-agency disaster drills to evaluate effectiveness of inter-agency 
coordination and communication. 

CONCEPT OF OPERATIONS 

1. The primary responsibility for responding to emergencies rests with the local governments and 
with their Chief Executives. 
  
2. Local governments and the emergency service organizations play an essential role as the first line 
of defense and first responders. 
 3. Responding to a disaster, local jurisdictions are required to utilize their own facilities, 
equipment, supplies, personnel and all available resources first. 
 
 4. The local chief executive has the authority to direct and coordinate disaster operations and may 
delegate this authority to any local coordinator as his/ her discretion. 
  
5. When local resources are insufficient, the Chief managerial section of a town, village or city may 
obtain assistance from other available local resources and San Luis Rey County government. 
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6. The San Luis Rey County Executive may coordinate responses for requests for assistance for the 
local governments. 
 
 7. San Luis Rey County Executive has the authority to direct and coordinate disaster operations. 
 
 8. San Luis Rey County Executive may obtain assistance from other counties or the State when the 
emergency disaster is beyond the resources of said County. 
 
 9.  San Luis Rey County Legislature will assign the responsibility to coordinate emergency 
management activities to the Emergency Management Office. 
  
10. San Luis Rey County will utilize the National Interagency Incident Management System (NIIMS) 
and the Incident Command System (ICS) to manage all emergencies requiring multi- agency 
response. San Luis Rey County recommends and requires all local governments within the County 
to utilize ICS. 
 
 11. State support may be requested through the Region III Office of Emergency Management 
(OEM), located in Jupiter Shore, Franklin after exhausting all local resources and personnel. 
 
 12. Franklin State assistance is supplemental to local emergency efforts only. 
  
13. Direction and control of response and recovery actions is exercised by Disaster Preparedness 
Commission (DPC), coordinated by the Franklin State Office of Emergency Management. 
  
14. Upon the occurrence of an emergency or disaster clearly beyond the management capability 
and emergency resources of State and local governments, the Governor may find that federal 
assistance is required and may request assistance from the President by requesting a declaration of 
a major disaster or emergency. 

COORDINATION OF INFORMATION 

In the event of a disaster, the community of San Luis Rey must be informed with relevant safety 
information and any information that can reasonably be provided to help maintain peace and avoid 
panic. The information should include: 

• Cause of disaster 
• Hazard and protective info 
• Status of response operations 
• How to get help 
• How to volunteer or assist with recovery 

COMMUNICATIONS 

Backup Communication 
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(1) Primary Method of communication will be: SINGAR, 

-         Primary Channel 330000 

-         Secondary Channel 120000 

(2) Secondary Method of communication will be: Hand & Arm 

(3) Signal to inbound Medevac: Radio 
  
(4) Mark Medevac LZ: Red Smoke 
  
(5) Challenge/ Password:  Target/ Politics 
  
(6) Running Password: Stitch 
  
(7) Number Combination: 10 
 

PLAN DEVELOPMENT AND MAINTENANCE 

The San Luis Rey Emergency Operations plan should be a living document. As technology, city 
layout and activity centers change, the need to address different threats will grow. At a minimum, 
the plan should be updated every two years. Updates should be prepared by a consulting 
organization with expertise in the development of disaster plans. The revised plan should be 
submitted to the Mayor and governing bodies for review. Once the reviewed plan is accepted, it 
should be distributed to the fire department, police department, utilities companies and schools at 
a minimum. The plan should be available for public review. 

After any disaster has occurred, the effectiveness of the plan should be evaluated. If it is found to be 
lacking in information or effectiveness, it should be revised to resolve identified deficiencies.  

24 


	San Luis Rey Emergency Operations PLAN (EOP)
	Introduction
	San Luis Rey
	Emergency Operations Plan
	Scope
	First Responders
	External Agencies

	Organization

	Risk Identification
	Assumptions
	Risk Assessment

	Scenarios
	Scenario 1 – Cyber Attacks
	Attack Scenario
	Zeus/Zbot
	Stuxnet

	Targets
	Impacts
	Economic Impact
	Psychological Impact

	Response
	Zeus
	Stuxnet

	Recommendations

	Scenario 2 – Nuclear Attacks
	Attack Scenario
	Targets
	Impacts
	Health Impact
	Psychological Impact

	Response
	Outside the Hotzone
	Inside the Hotzone

	Recommendations
	Short Term Recommendations
	Long Term Recommendations


	SCENARIO  3 – Water Supply Attacks
	Attack Scenario
	Targets
	Impacts
	Wastewater Management Leadership Breakdown
	The Wastewater Management Office
	Response
	EOC Activation Checklist

	Recommendations
	Short Term Recommendations
	General Plans of Action
	Pumping Stations and Treatment Plant
	Long Term Recommendations And Procedures


	Scenario 4 – Electromagnetic Pulses
	Attack Scenario
	Targets
	Impacts
	Response
	Recommendations
	Short Term Recommendations
	LONG Term Recommendations


	Scenario 5 – Cruise Ship Attacks
	Attack Scenario
	Targets
	Impacts
	Health Impact
	Psychological Impact

	Response
	Recommendations
	Short Term Recommendations
	Boarding Security

	Long Term Recommendations


	SLR executive Recommendations
	Concept of Operations
	Coordination of Information
	Communications
	Plan development and Maintenance


