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Sophisticated
attacks designed to
use and exploit as
many possible
avenues of attack /
threat vectors as
required to succeed

• Uses people, process and technology
weaknesses
• Dynamic methods
• Focuses effort on weakest areas
• Human, signals, open source, cyber
• Culturonomics

Normally
clandestine
means to
consistently
gather
intelligence

Culturonomics - Studies human behaviour and
cultural trends through the quantitative analysis of
digitized texts. Researchers data mine large digital
archives to investigate cultural phenomena
reflected in language and word usage

Risk assessment
based – path of least
resistance
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• Opportunistic
• As sophisticated as it needs to be
• Sophistication determined and
dictated by aggressors after
intelligence gathering
• Exploits technological
vulnerabilities

• Repeatable process
• What gets measured gets results
• Exploits human vulnerabilities
• Uses denial/deception to obfuscate
• Remains hidden and resident
• Extracts info of value for monetization,
economic advantage, strategic advantage

Iranian Cyber Army (iraniancyberarmy.tumblr.com),
Indian Cyber Army (www.cyberarmy.in) ,
Pakistan Cyber Army (www.pakcyberarmy.net ),
Honker Union of China (www.chinahonker.com ),
Peoples Liberation Front (www.peopleliberationfront.org ) Cyber
Knights, Albanian Cyber Army
(www.facebook.com/Albanian.CyberWar ),
Anonymous (www.AnonServ.org) ,
Soldier X (www.SoldierX.com ),
Syrian Electronic Army (www.syrian-es.com ),
Chaos Computer Club (www.ccc.de ),
Crewl Underground Madness (www.blackhat.de ),
LulzSecurity (www.lulzsecurity.com ) or AntiSec
(thepiratebay.org/user/LulzSec ),
Naija Cyber Hacktivists, twitter.com/#!/NaijaCyberHack ),
Free Hackers Union of Syria (syrian-hackers.blogspot.com ),
Iranian Revolution Guard Cyber Defense Command
(www.gerdab.ir/fa/content/3 ),
PLA Blue Army (Asian-defence.blogspot.com/2010/08/chinascyber-command.html ),
Russia 5th-Dimension Cyber Army
(defensetech.org/2008/05/27/russias-cyber-forces )
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Records by breach type – hacking 83%
Outside – 83.9%
US Incidents – 1343 (next closest 186)
California 193 Incidents (next closest 100)
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Top 10 Cybercriminal Positions
as detected by the FBI
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1. Coders/programmers
 who write the exploits and malware
used by the criminal enterprise
2. Distributors
 who trade and sell stolen data and act
as vouchers for the goods provided by
other specialists
3. Tech experts
 who maintain the criminal enterprise's
IT infrastructure, including servers,
encryption technologies, databases,
and the like
4. Hackers
 who search for and exploit
applications, systems and network
vulnerabilities
5. Fraudsters
 who create and deploy various social
engineering schemes, such as phishing
and spam
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6. Hosted systems providers
 who offer safe hosting of illicit
content servers and sites
7. Cashiers
 who control drop accounts and provide
names and accounts to other criminals
for a fee
8. Money mules,
 who complete wire transfers between
bank accounts - the money mules may
use student and work visas to travel to
the U.S. to open bank accounts
9. Tellers,
 who are charged with transferring and
laundering illicitly gained proceeds
through digital currency services and
different world currencies
10. Organization Leaders,
 often "people persons" without
technical skills - the leaders assemble
the team and choose the targets










Engage, co-opt, and protect
cybercriminals and
members of the community
around the globe
Helps deter attacks from
within the community and
encourage an external focus
Seed the movement
Get out of the way Don't
interfere
Hacktivism with a cause
takes over
DDoS that is human driven

Immature

Mature
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Find the invading code
Unplug the affected systems
Create security patches to thwart the attacks
Apply those patches



Direct engagement with sophisticated adversaries
 Develop synchronized, real-time capabilities to
▪
▪
▪
▪

Discover
Define
Analyze
Mitigate
▪ Threats and vulnerabilities
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Active Defense includes electronic
counter-measures designed to
strike attacking computer systems
and shut down cyberattacks
midstream.
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Low Orbit Ion Cannon
 Hive Mind




Stuxnet
Strategic cyber Arms Limitation Treaty
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For $40 to $50 per hour, launch a
day's worth of attacks; the average
price for a week is $350 to $400 and
$1,200 for a month of havoc and
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Should this remain under the sole control of the military as a national
security matter?

“Without damaging the intruder’s own network, companies that experience cyber
theft ought to be able to retrieve their electronic files or prevent the exploitation of
their stolen information OR …”
Treadstone 71 LLC©

The law of war provides a useful legal framework for only the very small slice of cyberattacks
Other existing legal frameworks—both domestic and international—offer equally
fragmentary assistance in addressing cyber-attacks through law.
A new, comprehensive legal framework is needed to address cyber-attacks.
There is no settled definition for identifying these incidents as cyber-attacks
“These attacks [conducted by private companies] would raise the cost to IP thieves of their actions,
potentially deterring them from undertaking these activities in the first place,” “Only when the danger of
hacking into a company’s network and exfiltration trade secrets exceeds the rewards will such theft be
reduced from a threat to a nuisance.”
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The National
cyberattack as:

Research

Council’s

defines

 use of deliberate actions to alter, disrupt, deceive,

degrade, or destroy adversary computer systems or
networks or the information and/or programs resident
in or transiting these systems or networks.


Article 51 – UN Charter
 …inherent right of individual or collective self-defence

if an armed attack occurs against a Member of the
United Nations …
 There is no law in cyber space


There is no practical alternative but to perform
mitigative or retributive counter attacks




Cyber espionage is not an attack
Cyber exploitation is not an attack
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The manual states that civilians are not covered by
the Geneva Conventions and may be targeted. Tallinn Manual
 Of interest is the fact that civilian organizations
are already targeted serving as a great source of
intellectual property loss and data loss for
monetization.


Deterring
attackers
Ensure that parties are not deprived of
their inherent right to defend
themselves and their property?

We must
Punish the attacker
through the infliction
of unacceptable costs
and

Deny the
attacker success
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In defense of my property, what am I allowed to do?
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Carpetbagger –
someone or some
organization that
profits from
existing instability
and power vacuum

The only difference between the modern cyber criminal and the outlaws and carpetbaggers of the wild west is
that at least in days of old you had a trusty side arm to at least give some assurance of safety and protection.
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http://riverdelfin.blogspot.hk/2013/11/internet-carpetbaggers-and-cyber-crime.html

$2,100,000,000,000 ($2.1 Trillion in 2019)
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